PRIVACY POLICY TKEYCOIN
Using the services and websites of Tkeycoin
http://tkeycoin.com/, http://tkeycoin.io/,
http://tkeycoin.market/, http://tkeycoin.group/ and all relevant sites and subdomains, related to the
sites http://tkeycoin.com/, http://tkeycoin.io/, http://tkeycoin.market/, http://tkeycoin.group/ (website, site, sites, websites), you (- the user) trust us with your personal information. We TKEY DMCC
(- Tkeycoin) do everything to ensure its safety and at the same time give you the opportunity to
manage your data.
Carefully study our Privacy Policy to know what information we collect, what purposes we use them
and
how
you
can
change,
export
or
delete
them.

Will come into force on September 26, 2018.
By using the site, you agree to the data usage rules described in this privacy policy. Tkeycoin may
revise this privacy policy to reflect changes in legislation, changes in methods of collecting
information
or
changes
related
to
the
use
of
personal
data.
If significant changes are made to this privacy policy, they will be announced by posting on the
website. Privacy Policy is available by link: https://tkeycoin.com/assets/static/downloads/privacypolicy.pdf
We will ask for your consent before using your information for any purposes not covered by this
Privacy Policy.
This Privacy Policy includes elements from the General Data Protection Policy (GDPR), in accordance
with the rules for the processing of personal information within the European Economic Area (EEA),
since Tkeycoin is an international project and covers various jurisdictions.

This policy does not apply to information collected:
On offline channels or on any other website that is an affiliate with us or a third party, regardless of
the channel of communication. Any third party, including advertising and any content or services that
link or access from the website or on it.
If you do not agree with our Policy and Practice, do not use the site. Visiting or using the Website,
you agree to this Privacy Policy. This policy may change from time to time. If you continue to use the
site after making changes is considered as acceptance by you of these changes.

Children's privacy
Unfortunately, if you are under 18 years old, you can not use our Services. Our site is not intended
for under-aged users. If you have reason to believe that we may have any data from or about a minor
user, please contact us immediately at support@tkeycoin.com

INFORMATION COLLECTION TKEYCOIN
We want you to understand what information we collect when you register and use the services of
Tkeycoin websites and services.

The information you provide to us upon registration:
Given that the Tkeycoin platform is developed on the principles of self-management and the
concepts of p2p networks, it will be prudent to provide users and businesses with a choice between
using the platform in a fully anonymous or verified mode.

When creating an account on the website tkeycoin.market, you provide us with personal information
that includes your contact information (email address, name and password). You can also connect a
Google Authenticator account that will be used to validate 2FA for enhanced security.

The information we collect when authenticating a user:
In accordance with international regulations and standards, including "Anti-Money Laundering /
AML", "Know Your Customer" (KYC) and Counteracting the Financing of Terrorism (CTF), Tkeycoin
may require users passing the authentication of the identity of the user. This entails the collection of
formal identification.

Information when using websites:
Through the use of the Tkeycoin platform, we also monitor and collect usage information, such as the
access date and time, device identification, Operating system, Browser type and IP address. This
information can be obtained directly from Tkeycoin or through third-party services. These data on
the use of services help us ensure that our interface is accessible to users on all platforms and can
help during criminal investigations.
We can use cookies. Functional cookies allow us to remember the choices you make while browsing
the website, and also provide advanced and more personalized content and functions, such as
setting up a specific web page, remembering if we asked you to participate in an advertising action
and for others services that you request, like watching a video or commenting on a blog. To allow you
to connect to a website, our servers receive and record information about your computer, device and
browser, including your IP address, browser type and other information about software or hardware.
All these functions help us improve your website visit. For more information about the cookies we
use, please see our Cookie Policy.
In some cases, when you or any other user who accesses your data and / or devices, communicates
with us through the form or by sending us an email or by any other electronic means, we can access
your (personal) data if you included them in the message. It also includes third parties, for example,
external data providers or our business partners.
For unregistered users, we do not store data that could identify the user.

Sharing opportunities
The website can offer sharing functions, links to social networks and other integrated tools. Using
these functions allows you to exchange information with your contacts or the public, depending on
the settings that you use with the object that provides the sharing function or social networks. Read
the privacy policy of the organizations that provide these functions for more information about the
purpose and scope of data collection and the processing of such data by such organizations.

Hyperlinks and third-party sites
This website may contain links to other third-party websites that may collect personal information
about you, including through cookies or other technologies. If you link to another website, you will
leave this site and this Privacy Policy will not apply to your actions and actions on these other sites.
You should consult the privacy policies of other websites because we do not control them and are not
responsible for any information that has been transferred or received by these third parties.

WHY TKEYCOIN COLLECTS THIS INFORMATION
Provide and maintain our services
We use the information we collect to provide our services and to verify your identity.
We use the IP address and unique identifier that is stored in your device's cookies to help us verify
your identity and provide our service.

Given our legal obligations and system requirements, we cannot provide you with services without
such data as identification, contact information and transaction-related information.

To protect our users
We use the collected information to protect our platform, user accounts and archives. We use IP
addresses and cookie data to protect against automatic abuse, such as spam, phishing and
distributed denial of service (DDoS).
We analyze user behavior for the purpose of early detection of suspicious behavior in order to
prevent potential fraud and loss of funds by intruders.

To comply with legal and regulatory requirements
The privacy and security of the data you store in Tkeycoin informs us of our approach to compliance
with the rules, government requests and user requests. We will not disclose or provide any personal
information to third party sources without our legal team's review and/or prior consent.

To measure site performance
We actively measure and analyze data to understand how our services are used. This check is carried
out by our operating team to continually improve the performance of our platform and solve
problems with the user interface. We constantly monitor information about the activities of our
systems and communication with users to find and quickly fix problems.

To communicate with users
We use personal information collected, such as an email address, to communicate directly with users
when providing customer support or to inform you about logins, transactions and security. Without
processing your personal information to confirm each message, we will not be able to respond to your
requests or requests. All direct messages remain confidential and are checked for accuracy.

To enforce our terms of use and other agreements
It is very important for us and our customers that we constantly monitor, investigate and prevent any
potentially prohibited or illegal activity that violates our terms of service. For the benefit of our entire
user base, we carefully monitor compliance with our third party agreements and actively investigate
violations of our published terms of use. Tkeycoin reserves the right to terminate the provision of
services to any user who is involved in activities that violate our terms of use.

AS TKEYCOIN PROTECTS USER DATA
Tkeycoin has implemented a number of security measures to ensure that your information is not lost
or changed. Our data security measures include , but are not limited to: PCI scanning (PCI DSS),
secure Socket layer encryption (SSL) technology, pseudonymization, internal data access restrictions
and strict control of physical access to buildings and files, protection against DDOS attacks.
Please note that it is not possible to guarantee 100% secure data transmission over the Internet or
electronic storage method. Therefore, we ask you to understand the responsibility to take
independent security measures to protect your personal information.
If you suspect that your personal information has been compromised, especially your account and /
or password, please contact Tkeycoin customer service immediately via email support@tkeycoin.com

CHANGE OF USER DATA
Change data: email, password, google authenticator, the user can in the personal Cabinet
tkeycoin.market. To change other data provided to the system or to delete your account, please
contact Tkeycoin customer support via email: support@tkeycoin.com

YOUR LEGAL RIGHT:
Under certain circumstances, you have rights under data protection laws with respect to your
personal data, which are set out in more detail below:
•

Request correction
This allows you to have any incomplete or inaccurate data that we observe about the
correction, although we may need to verify the accuracy of new data that you have provided
to us.
If you need to add or change any information, you can log in to your account and make
changes to your settings. If it's not like you can make changes yourself, please contact us
through the support Center - support@tkeycoin.com , and we'll take care of it.

•

Delete request
This allows you to ask us to delete or delete Personal data where there is no good reason to
continue processing it. You also have the right to ask us to delete or delete your Personal
data, where you have successfully exercised your right to object to the processing (see
Below), where we may have illegally processed your information or where we must delete your
personal data in order to comply with applicable law.
Please note: your right to delete will not apply for a variety of reasons, including if we need to
retain your Personal data in order to comply with a legal obligation or to establish or defend a
claim. If we are unable to comply with your removal request, we will notify you at the time of
your request.

•

To request a processing limit
This allows us to ask you to suspend the processing of your personal data in the following
scenarios:
(a) if you want us to establish the accuracy of the data;
(b) when our use of data is illegal, but you do not want us to delete it;
(c) if you need us to store data, even if we no longer require it, because you need it to
establish, exercise or defend legal claims; or
(d) you have objected to our use of your data, but we need to check whether we have a
legitimate reason to use it.

•

Transfer request
If you ask us, we will provide you or a third party you choose with your personal data in a
structured, commonly used, machine-readable format.
Please note that this right only applies to automated information that you have initially
consented to us using or where we have used the information to perform a contract with you.

•

The access request
This allows you to obtain a copy of the Personal data we have about you and verify that we
are legally processing it. This is also commonly known as "requesting access to a data
subject".

•

Withdrawal of consent
This applies to the fact that we rely on consent to the processing of your personal data.
However, this will not affect the legality of any processing performed before you terminate
your consent.
If you withdraw your consent, we may not be able to provide you with certain products or
services. We will notify you if this is the case at the time of revocation of your consent.
If you wish to exercise any of the above rights, please contact us

WHAT WE MAY NEED FROM YOU
We may need to ask you for specific information to help us verify your identity and secure your rights
to access your personal data (or to exercise any other rights you may have). This is a security
measure to ensure that personal data will not be disclosed to any person who is not entitled to
receive it. We may also contact you to request additional information regarding your request to
expedite our response.

TIME LIMIT FOR RESPONSE
We try to respond to all legitimate inquiries within one month. Sometimes it may take longer than a
month if your request is particularly complex or you have made several requests. In this case, we will
notify you and update you.

CONTACT US
We strive to respect the freedoms and rights of all our Tkeycoin users who trust our service. If you
have any questions or concerns related to this privacy policy, or would like to submit a request for
data protection, please contact the Tkeycoin customer service team at their email address:
support@tkeycoin.com
TKEY DMCC will update this privacy policy from time to time. In the case of substantial changes to
this policy on our web site will be placed the corresponding notice, and also published the updated
policy.
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